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PREVALENCE



YOUR USE 
OF TECH?





Why is this topic important?

• 42% of the US population owns a tablet. 

• 64% of the US population owns a smartphone. 

• 72% of all adults online use social media



THE USE AND MISUSE 
OF TECHNOLOGY



How Technology is Used: The 
Bad News

Makes it easier to do 
what offenders have 
always been doing:

• Tracking/monitoring

• Abuse

• Intimidate

Makes it more 
difficult for 
survivors to 

leave



How Technology is Used: Law 
Enforcement

• Officers are the first step in protecting the survivor and holding 
the abuser accountable. They set the tone of the investigation. 

• Methods may be new, but motivations are the same.

• Continue to investigate these crimes the way you normally do, 
but remember to ask about the high-tech component.

• When it comes to the high tech portion, you cannot collect too 
much evidence or document too much information about 
specifics. 



How Technology is Used:  The 
Good News

AND, sometimes the technology that’s being used by offenders is the same 
technology that survivors can use to keep themselves safer

Evidence may be easily obtained 

The benefits? More opportunities for:
Survivor Safety Community Building Offender accountability



#DigitalHygiene





TECH USE



Topics Covered Today

Location Tools Spoofing/Texting
Social 

Media/Internet
IOT Devices



LOCATION TOOLS 
AND SPOOFING



A note before we start…

• Use of family plans to locate and 
monitor is still prevalent

• Harassment and stalking via repeated 
text messages and calls



GPS

• Phones are equipped with 
GPS for use of e911. 

• Often used for mapping/ 
driving & social connections

• Other forms of GPS include 
monitors for cars/parents. 



MOBILE 
PHONE 

LOCATOR 
SERVICES



Geotagging



OTHER LOCATORS



GPS Safety Tips

Avoid family plans, if possible.

Be careful with location-based social media apps.

Check location settings for ALL apps.

Log incidents to show a pattern of behavior. 

Ask questions to establish a timeline; When did the survivor notice that their abuser seemed 
to be everywhere?

Look at recent gifts given to the adult or a child.



SAFETY 
HANDS 

ON: 
YOUR 

GPS 



Cell Phones: 
Spoofing
Spoofing caller ID:

• Gives the caller the ability to change the 
number shown on caller ID, change voice, 
and record call

• Can also be used for text messaging

http://www.spoofcard.com/?utm_source=pj&utm_medium=Affiliate&source=pjn&subid=11372


Safety Tip: 
Trapcall
• Unblocks numbers

• Logs calls with real phone 
numbers

• Stores voicemails online





APPS AND SOCIAL 
MEDIA



Cell 
Phones/Tablets:  
Apps 

• Apps 
• Are everywhere; billions are 

downloaded every month

• Often ask for personal 
information like contacts

• Can be helpful; SAT prep etc.

• May have additional uses

Safety Tip: Check your APP 
Lists



Common Apps: Know the Basics
S

n
ap

ch
at • Images/videos are 

viewable by the 
recipient for only a 
pre-determined 
amount of time

• Images and messages 
“disappear” but can 
actually be 
saved/documented in 
a number of different 
ways

In
st

ag
ra

m

• Photo-sharing 
platform often directly 
linked to a user’s 
Facebook account

• Built with the purpose 
of publicizing users’ 
lives

• Many teens have a 
fake insta or “finsta”: 
less polished, not 
intended for public 
viewing

Tw
it

te
r • Not very popular 

among teens

• Brief, 140-character 
messages only

• No notification for 
saves or screenshots

• Has direct 
messaging 
capabilities



SnapChat
SnapMap keeping 

tabs on you! 



Cell Phones: 
Text Messaging

Three ways to send a text 
message:

1. From a phone to a 
phone

2. From a computer 
through the carrier’s 
website. 

3. From email by sending 
to cell number 
(number@cellphoneco
mpany.com)



Safety Tip: Texts

Save the threatening/harassing texts and work with law 
enforcement on the best way to collect this evidence

Texts aren’t typically available from phone carrier for 
long

Take a screen shot of the text 



SAFETY 
HANDS 

ON: TAKE 
A SCREEN 

SHOT



Evidence and Cell Phones

4 basic options for securing a phone into evidence: 

1. Powering On / Off: data protection if off, but may 
have to deal with lock codes. 

2. Pulling the battery: data protection, but may 
have to deal with lock codes and possible 
timestamp resets, which can result in challenges 
from defense. This can be the worse option.

3. Isolate the phone: data protected, but battery 
could die and then may deal with lock codes. 

4. Airplane mode: isolation to protect data, 
but without concern for data compromise or 
battery
depletion. This is the recommended strategy. 



Social Media

http://www.flirtomatic.com/?campaign=
http://www.flirtomatic.com/?campaign=
http://www.flirtomatic.com/?campaign=


Social Media

❑Creating an online community for friends & 
family members or meeting new friends (e.g. 
Snapchat, Facebook)

❑Can bring people together in various ways

❑ Message boards/pursuits of specific interests

❑ Online trading and commerce

❑ Community activism





Did you know that….

• At over 5,000 words, Facebook’s privacy 
policy is longer than the U.S. Constitution.

• 25% of Facebook users do not bother with 
any kind of privacy control. 



92% Real Name

91% Real Photo

84% Interests & 82% Real 
Birthday

71% School Name & Town
53% Email Address

62% 
Relation
-ship 
Status

24% videos & 20% Cell Numbers



Offenders & 
Social 
Networking

Friending family, friends, significant others

Impersonation

Sending Messages/ Threats

Inquiring/Gathering Information

Using children’s sites to gather info



Safety Planning Tools 

• Social Networks

• Know your privacy settings and use them; check 
them often

• Be aware that not everyone will use the same 
settings

• Tell your friends and family not to post pictures 
or information on you

• Don’t feel like you have to friend everybody 



Teens and Social 
Networking

• In-line privacy vs. overall privacy
• ‘Cancel’ culture

• Linked apple ID- ‘forget’ device
• Remove shared accounts; can be used to 

track 



Safety Hands On: Controlling 
Your ‘Media Presence’

•Disable “Check-In” Application

Facebook allows photo tagging 
and “check in’s” which could 

reveal a survivor’s location. For 
safety purposes disable “friend 

tags” or “check-in” in the privacy 
settings.

Add an ‘S’ and/or Private 
Browsing



Safety Hands On: How to get your FB 
activity Data





THE INTERNET
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OfficeMax

Bank of America



SAFETY HANDS ON: WHAT DO DATA 
BROKERS KNOW ABOUT YOU?

48



And More Safety Planning Tools 

➢ Survivors can search their name on the internet so you 
know what is publicly available; but not often

➢ Talk with children about their use of technology



How To Remove It
• Prevent your information from being shared by not giving it out.

• Remove it from the source.
• Opt-out options.

• Reputation management companies
• Abine.com

• Reputation.com

• SafeShepherd.com

• www.safeshepherd.com/advocates

• DMCAdefender.com

http://www.safeshepherd.com/advocates


IOT DEVICES
Internet of Things



Fitness/wellness Devices



Connected Home



Hi-tech Pets



Smart Cars





#DIGITAL
HYGIENE



Let’s Apply Tech Safety!
• What is happening?

• Where is the information 
coming from?

• What does the survivor want to 
happen?

• What does the abusive partner 
already have access to and 
know?



Supportive Documentation

• Keep a log 

• Save, save, save BUT only what you need to…

• Abuser’s use of tech?

• Pics when safe

•SAFETY FIRST



Safety Planning Tools for Victims
The Internet & E-mail
• Use a computer the abuser never had direct access to; like at a 

public library or college
• Have anti-virus software and use it to scan your computer
• Talk to friends/family about your privacy 
• Have more than one e-mail account, including one that is not 

identifiable Be cautious of using the internet to purchase items 
or to join websites that require identifying information

• Know the privacy polices of websites 
• If your abuser has access to the same computer be aware of 

deleting internet history; there are pros and cons
• NEVER open suspicious e-mails/attachments



Safety Planning for 
Working Relationships

• Safety plan with the survivor immediately

• Don’t remove their technology

• Assess both the use of technology by the survivor 
as well as the offender

• Develop a relationship with your local law 
enforcement and know their preferred method of 
evidence collection

• Work with your local family violence program on 
safety planning. 

• Don't contribute to the problem by allowing 
private data to be shared or compromised.



• Jamie and their partner broke up last month. Jamie’s partner 
Taylor had been emotionally and physically abusive in the last 
two years of their relationship with the violence escalating in the 
last 6 months. 

• Jamie left and is living with family along with their two children, 
ages 6 and 11.

• In the relationship Jamie noticed that Taylor often knew their 
location and ever since they separated Taylor often makes 
comments during visitation about places Jamie has been. 

• Jamie is increasingly concerned about this and is asking you for 
help figuring out how Taylor know these things. 



Let’s Apply Tech Safety!
• What is happening?

• Where is the information 
coming from?

• What does the survivor want to 
happen?

• What does the abusive partner 
already have access to and 
know?





Screenshots!



PRIVACY SETTINGS



GPS 



Password Privacy!



Trust. 
Survivor’s. 
Instincts. 



Resources and Thanks! 

• Thanks to the NNEDV Safety Net Project for 
Resources and Content:  
www.nnedv.org/safetynet

• Legal Systems Toolkit

https://www.techsafety.org/legal-toolkit

http://www.nnedv.org/safetynet
https://www.techsafety.org/legal-toolkit


Contact: 

Molly Voyles (mvoyles@tcfv.org) 

Public Policy Manager

Roy Rios (RRios@tcfv.org) 

Prevention Manager

Texas Council on Family Violence
512-685-6321

www.tcfv.org


